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A recent ICSA study indicates that viruses threaten 99% of businesses each year. 50%
are said to be virus disasters. The evolution of Internet technology has lead to a similar
progression of virus types and delivery methods. Installing email antivirus software does
provide adequate protection for email messages that are sent and received, but what
about viruses that are transmitted via FTP, disks, or website scripts? In Sans Institute’s
“Essential Security Steps: Step by Step”, the second “Level One Security Action” is to:
“Establish a protective net of filters to detect and eradicate viruses — covering worksta-
tions (PCs), servers and gateways...” To ensure the safety of company resources, organiza-

tions must now protect all virus entry points.

Complete Protection

The VisNetic AntiVirus suite provides comprehensive antivirus protection for desktops,

laptops and network servers.

. VisNetic AntiVirus MailChecker scans email messages and attached files upon

sending, receiving and reading messages.

. VisNetic AntiVirus Monitor examines all accessed files on PCs for known viruses.

. VisNetic AntiVirus Script Checker examines all scripts using a heuristic engine,
and also uses the VisNetic AntiVirus Monitor to check for known script viruses

or worms.

. VisNetic AntiVirus Scanner is a traditional virus scanner that checks files and

drives for known viruses.

¢ The Heuristic Checking Tool scans file and sector codes and detects viruses

before they are included in virus databases.



These security elements combine to protect all virus entry points: email, file distribution,
website scripts, and any other form of infection. All virus types are protected against,
including: Trojan Horses, worms, executable and boot viruses, etc, using advanced virus
definitions supplied by Kaspersky Labs. VisNetic AntiVirus is a comprehensive antivirus

solution that ensures the integrity of company resources.

Central Administration

VisNetic AntiVirus for Networks allows an entire network of antivirus software to be main-
tained and deployed from any computer with Intranet or Internet access. Deployment

is simple using the Administration Kit included with VisNetic AntiVirus Server. AntiVirus
software, configuration settings, and virus definitions can be deployed quickly and eas-
ily throughout an organization. When issues or events occur on workstations, the ad-
ministrator is immediately informed, and has access to the appropriate tools to research
and resolve problems from remote locations. The Network Control Center included in the
Administration Kit gives administrators full antivirus control over each workstation, and
password protection can be utilized to ensure that users are unable to tamper with antivi-

rus software and settings.

Automation

Using scheduled updates and scans, VisNetic AntiVirus provides hands free antivirus
protection for Workstations and Servers. Virus definition updates can be downloaded

using a scheduler at configurable intervals - hourly, daily, or weekly - onto independent

Workstations, or onto the VisNetic AntiVirus Server and dispersed throughout an

organization. VisNetic AntiVirus will only download new virus definitions not included in

existing virus bases. Additionally, virus scans of entire workstations or critical drives can




be scheduled to execute at off hours of the day, freeing up system resources, and en-
suring that no viruses exist on any component of network computers. When viruses are

located, they are automatically repaired, quarantined or deleted.

Complete AntiVirus Protection for a Network
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Contact

Deerfield Communications, Inc.

P.0. Box 851
Gaylord, Ml 49735
Telephone 989.732.8856

Fax 989.731.9299

www.deerfield.com

sales@deerfield.com

feedback@deerfield.com

Secure

Manage

VisNetic Firewall, Personal Firewall
VisNetic AntiVirus, MailScan,
VisNetic ActiveDefense,

VisNetic SafeFile

Connect

VisNetic MailFlow,
VisNetic MailCast

Host

WinGate, WinGate VPN, GateFilter,
VisNetic FTPClient

VisNetic FTPServer, VisNetic WebSite,
VisNetic MailServer, DNS2Go



