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Best  of  Class
VisNet ic Mai lPermit  is  on-premise ant i -spam software that combines SpamAssassin’s 

sophist icated Bayesian and rules-based ant i -spam technology with a propr ietary chal lenge-

response system to prov ide an opt imum barr ier  against spam. The product,  which instal ls  

easi ly  onto al l  popular emai l  servers,  can v i r tual ly  e l iminate the dai ly  spam that c logs 

emai l  inf rastructures, drains employee product iv i ty  and increases legal  exposure in 

organizat ions.

Best of Class Anti-spam Technologies

VisNet ic Mai lPermit  combines Best of  Class ant i -spam technologies to ef fect ive ly e l iminate 

spam before i t  reaches your mai lbox.  These technologies include ( in order of  processing):

q Whitel ists and Blackl ists

q Rules-based f i l ter ing and Bayesian analys is

q Permiss ion-based emai l

Individualized Whitel ists and Blackl ists

A white l ist  is  a l is t  of  emai l  addresses or domain names f rom which emai l -b locking 

software wi l l  a l low messages to be received. White l ists ensure that emai l  f rom pre-

approved senders (e.g.  partners,  vendors or investors) is  automat ical ly  del ivered to 

recip ients in your organizat ion. A blackl ist  is  a l is t  of  emai l  addresses or domain names 

used by emai l  b locking software to re ject emai l .  Blackl ists ensure that emai l  f rom 

addresses or domains, ident i f ied by your organizat ion and/or users as known sources of 

spam, is automat ical ly  deleted before i t  reaches the recip ient ’s mai lbox.

VisNet ic Mai lPermit  features white l ist  and blackl ist  capabi l i t ies at the system, domain and 

user levels,  wi th the user level  tak ing precedence. White l ists and blackl ists at the user 

level  a l low for the most ef fect ive use of th is technology to combat spam. For example, 

your IT staf f  may not wish to receive messages f rom an apparel  suppl ier  whi le your pur-

chasing staf f  welcomes emai l  f rom the same suppl ier.  In th is example, purchasing agents 

include the suppl ier ’s emai l  address or domain in thei r  white l ists and IT staf f  re legates 

the address or domain to thei r  b lackl ists.  Consequent ly,  your IT staf f  is  protected f rom 

unwanted emai l  whi le your purchasing agents cont inue to receive th is vendor’s messages. 
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Complete  Solut ion
VisNetic AntiSpam

VisNet ic Mai lPermit  inc ludes a t ight ly  integrated implementat ion of V isNet ic Ant iSpam, 

a ru les-based f i l ter ing tool  powered by SpamAssassin technology. VisNet ic Ant iSpam 

subjects each emai l  message to over 400 tests and assigns a numerical  va lue or score to 

each message based on the l ike l ihood that i t  is  spam These scores are determined by a 

ser ies of  t ime-tested checks on the headers and body of a message, inc luding: Bayesian 

Heur ist ic Classi f icat ion, rDNS and MX lookups, and Header,  Body and HTML f i l ter ing. 

VisNet ic Ant iSpam also includes a mechanism (Bayesian analys is)  by which the software 

learns what is or is  not spam by referencing the highest scored non-spam emai ls.  

This learning tool  is  enabled by defaul t  and as the number of  emai l  messages f i l tered 

increases, so does the accuracy of  V isNet ic Ant i -Spam. Also included is a ut i l i ty  that 

a l lows administ rators the abi l i ty  to designate good and bad (spam) messages and then 

instruct the learning mechanism to ut i l i ze them.

Permission-based Email

VisNet ic Mai lPermit ’s chal lenge-response system checks the From and To address 

combinat ion on each emai l .  I f  the unique combinat ion has never been encountered 

( i .e.  th is is the f i rst  t ime this sender has emai led th is recip ient) ,  V isNet ic Mai lPermit  

immediately d ispatches an emai l  or  permiss ion s l ip to the sender requir ing him to go to a 

URL and perform a task that can only be completed by a human being.

When a chal lenge is issued, the sender’s or ig inal  emai l  is  p laced in a pending f i le stored 

and avai lable for  rev iew at the user ( recip ient)  level .  Once the sender responds to the 

chal lenge, h is or ig inal  emai l  is  del ivered to the recip ient and al l  subsequent emai ls f rom 

this sender to th is recip ient wi l l  be del ivered without delay.  

I f  the sender never completes the chal lenge, the emai l  is  automat ical ly  deleted f rom the 

pending fo lder af ter a speci f ied per iod of t ime. At any t ime, the recip ient may access his 

or her pending fo lder v ia a s imple web inter face and manual ly  approve or re ject emai l .  
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How does i t  work?
Upon receipt of  each emai l ,  V isNet ic Mai lPermit  ver i f ies that the intended recip ient is a 

val id user on the mai l  server.  I f  the recip ient is not a val id user,  the emai l  is  re jected. The 

From address on emai l  sent to val id users is subsequent ly ver i f ied against white l ists and 

blackl ists establ ished in VisNet ic Mai lPermit ,  start ing with l is ts def ined at the agent level ,  

then domain and system level .  Mai l  f rom white l isted addresses is forwarded di rect ly  to the  

mai l  server.  Mai l  f rom blackl isted addresses is deleted.

I f  the From address does not ex ist  on a white l ist  or  b lackl ist  in VisNet ic Mai lPermit ,  the 

emai l  is  passed to VisNet ic Ant iSpam, a ru les-based f i l ter ing tool  powered by SpamAssassin 

technology. VisNet ic Ant iSpam assigns a numerical  va lue or score to each message based on 

the l ike l ihood that i t  is  spam. 

q Emai l  receiv ing a score of  2* or less has a low l ikel ihood of being spam and is 
forwarded to the mai l  server for  processing.

q Emai l  scor ing 10 or greater has a high l ike l ihood of being spam and is re jected. 

q Emai l  scor ing between 2 and 10 is passed to VisNet ic Mai lPermit ’s chal lenge-
response system.

* These are defaul t  score thresholds. VisNet ic Mai lPermit  a l lows for user-def inable thresholds 
at system, domain and user levels.
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Addit ional  Features
User-based Verif ication of Suspect Email

VisNet ic Mai lPermit  br ings ef f ic ient spam management to the user level ,  reducing IT bur-

den and increasing the accuracy of  your ant i -spam solut ion. Via a s imple web inter face, 

users may access emai l  stored in thei r  pending fo lder.  This granular contro l  ensures that 

leg i t imate emai ls are never lost and protects IT administ rators f rom a stream of employee 

inquir ies about miss ing emai l .  

Aliases

VisNet ic Mai lPermit  features support  for  a l iases. This means that each unique sender 

must complete the ver i f icat ion step, grant ing himsel f  permiss ion to emai l  a recip ient on 

your mai l  server,  only once. For example, the f i rst  t ime Joe S. ( joes@hisdomain.com) 

emai ls John B. ( johnb@yourdomain.com) he wi l l  be issued a permiss ion s l ip and must 

complete the chal lenge. Once Joe completes the chal lenge, h is emai l  is  del ivered to John 

instant ly.  A l l  subsequent emai l  f rom Joe S ( jsmith@hisdomain.com) wi l l  automat ical ly  be 

del ivered to John B. at th is address and any one of John’s a l iases on your mai l  server--

johnb@yourdomain.com, john.brown@yourdomain.com, jbrown@yourdomain.com. 

Flexible, Web-based Administration

The VisNet ic Mai lPermit  system administ rator contro ls system, domain and user level  

sett ings and determines login r ights for  domain administ rators and users.  I f  granted 

access, domain administ rators can maintain sett ings for thei r  domains and users can 

modi fy thei r  indiv idual  sett ings. This f lex ib i l i ty  a l lows for more granular contro l ,  benef i t ing 

users by a l lowing them more contro l  over inbound emai l  and IT personnel by reducing 

thei r  spam management burden. For the most accurate f i l ter ing, user- level  white l ists take 

precedence over domain and system white l ists and blackl ists.white l ists and blackl ists.
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Enterpr ise  Control

q Take control of mission crit ical email  

Rather than outsource ant i -spam to an ASP or th i rd party vendor,  V isNet ic 

Mai lPermit  interoperates with your corporate mai l  server to ident i fy  and overcome 

spam.

q Secure email  messages

Unl ike outsourced solut ions, VisNet ic Mai lPermit  helps to ensure the secur i ty  of  your 

miss ion-cr i t ical  business emai l  correspondence by keeping the process under your 

d i rect contro l .

q Control the avai labi l i ty of your service

Hosted local ly  wi th minimal in i t ia l  conf igurat ion and no ongoing rout ine 

maintenance, VisNet ic Mai lPermit  is  as re l iable and avai lable as your own mai l  

server.
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Contact

Licensing and Avai labi l i ty

In i t ia l ly,  V isNet ic Mai lPermit  wi l l  be avai lable as a plug- in to VisNet ic Mai lServer.  A 

Gateway for SMTP vers ion for use with any SMTP server wi l l  be re leased next.  Ant ic ipated 

publ ic avai labi l i ty  for  both is August,  2003. 

L icense s izes for  the plug- in inc lude a 6-49 user l icense and a 50-unl imited user l icense. 

Gateway l icensing wi l l  s imply inc lude a s ingle domain l icense and a mult ip le domain 

l icense. Pr ices start  at  $99.95 US for the plug- in and $499.95 US for the Gateway.

Contact

    

Deerf ie ld Communicat ions, Inc. 

P.O. Box 851. Gaylord, MI 49735

Telephone 989.732.8856 

Fax 989.731.9299

www.deerf ie ld.com

sales@deerf ie ld.com

feedback@deerf ie ld.com

VisNetic MailPermit™ is a Trademark of Deerfield Communications Inc. All rights reserved. Copyright © 2003 
Deerfield Communications Inc. VisNetic MailPermit is published by Deerfield.com® 

http://www.deerfield.com
mailto:sales@deerfield.com
mailto:feedback@deerfield.com

